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Abstract

An Intrusion Detection System (IDS) is a productthatcanidentify theactivity across morenetworks and alett the
stakeholders to potentially harmful threats or malicious actions. Thus, the advancement in improving IDS is
introduced in developing an Intelligent IDS (IIDS) centred on Deep Learning (DL) techniques for feature
extraction. Moreover, the IDS methods generally underwentthe issuessuch as false positive rates, adaptability to
change and compute resources that can lead to ineffective detection of potential threats to a network during the
real-time conditions. Hence, the proposed model uses a multi-strategy Sparrow Search Algorithms (SSA) and a
Variational Mode Decomposition (VMD) that uses feature selection to select only the most important features,
which reduces dimensionality when processing the data, by reducing the prior false positive rates accuracy.
Moreover, a Hierarchical Bidirectional Gated Recurrent Unit (BiGRU) architecture with residual gates and a
Time-Aware Attention Mechanismis used. It allows themodel to more effectively capturethe complex temporal
dependencies and contextual information found in the network traffic data. The method is tested using the CIC
IDS 2018 dataset which a benchmark dataset is containing many of the modern attack types so that it can be
confidentin theimpact ofthe proposed method. The model enhances real-time network security from anadvanced
feature selection approach and a complex hierarchical BiGRU architecture thatis a daptable, scalable and efficient.
The advantages of the proposed model are demonstrated by its performance metrics with its high accuracy,
precision, recall, and F1-score, signifying that the modelis able to effectively identify the different intrusion types
while also minimizing false alarms.

Keywords: Intrusion Detection System (IDS), Multi-Strategy Sparrow Search Algorithms (SSA), Variational
Mode Decomposition (VMD), Hierarchical Bidirectional Gated Recurrent Unit (BiGRU), CIC IDS 2018 dataset

1. Introduction

In the rapidly evolving landscape of cybersecurity, safeguarding digital assets against malicious intrusions has
become a paramount concern for organizations worldwide [1, 2]. Intrusion Detection Systems (IDS) serve as
critical components in network security frameworks, tasked with monitoring network traffic, identifying
suspicious activities, and informing supervisors towards possible threats [3]. Traditional IDS approaches, often
based on signature matching or anomaly detection, have played a vital role; however, they face significant
challenges in adapting to the dynamic and sophisticated nature of modem cyber threats [4-6].

Conventional intrusion detection techniques, such as signature-based detection, rely heavily on predefined
patterns of knownattacks [7]. While effective against known threats, they struggle to identify novel orevolving
attack vectors, leading to high false-negative rates. Signature-based detectionresembles a "most wanted" list for
cybercriminals; it runs traffic againsta database of known attack characteristics, or "signatures." [ fthere's a match,
it generates analert. Moreover, it is quick, effective, and straightforward to apply against known threats. However,
the major flaw in signature-based detectionis that it can only detect attacks that have a signature [8]. The
fundamental weakness of signature-based detection yields an overwhelming number of false negatives because
legitimate attacks [9], which have never been seen before, can present nuisances as a signature database constantly
lags behind rapidly innovative cybercriminals. Anomaly-based methods, on the other hand, attempt to model
normal network behaviour and flag deviations as potential intrusions [10]. Anomaly detection provides an
alternative method thatseeks to characterize the "normal" behaviour of a network and identify significant changes
asintrusions and therefore more flexible than signature-based methods foridentifyingnew and emerging attack
paths[11]. Thechallenge of courseis accurately defining "normal" as networks can be dynamic and complex, and
normal changes even though they are legitimate appear asanomalies, which are likely tohave a high false positive
rate, causing an overabundance ofalerts thatmay confuse and overwhelm the efforts of security analysts, resulting
in alert fatigue [12, 13].
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Although more adaptable, these methods often suffer from high false-positive rates due to the difficulty n
accurately modeling complex network behaviors. Additionally, traditional systems tend to process high-
dimensional data inefficiently, leading to increased computational overhead and latency, which are detrimental in
real-time detection scenarios [14]. Furthermore, the static nature of many traditional IDS models limits their
ability to learn from new data continuously. As cyber threats become more sophisticated, there is an urgentneed
forintelligent, adaptive systems capable of capturing complex temporal patterns and subtle features indicative of
malicious activities [15].
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Figure.1 Flow of Intrusion Detection System [15]

To address these challenges, the proposed Intelligent IDS leverages advanced deep learning architectures
combined with innovative feature selection techniques. The core of the model integrates a Hierarchical
Bidirectional Gated Recurrent Unit (BiGRU) network with residual gates and a time -aware multi-head temporal
attention mechanism. This architecture is designed to effectively capture temporal dependencies and contextual
information within network traffic data, enabling more accurate and robust intrusion detection.

This dual approach to feature selection ensures that only the most informative features are fed into the
classification model, significantly improving detection accuracy while reducing computational costs. The
integration of VMD and SSA introduces a level of robustness and adaptability that surpasses traditional feature
selection methods, enabling the system to generalize better a crossdiversenetwork environments. The hierarchical
structure allows the modelto learn features at multiple temporal scales, ca pturing both short-term and long-term
dependencies within network traffic sequences. Residual gates are incorporated to mitigate the vanishing gra dient
problem and facilitate deeper network training, ensuring thatimportant features are preserved across la yers. The
time-awareattention mechanism further refines themodel’s focus by dynamically weighting different parts of the
input sequence based on their relevance to the detection task. This attention mechanism allows the system to
prioritize critical temporal segments, improving its sensitivity to subtle attack signatures.

Hence, the proposed IDS signifies a substantial progression in cyber security defence mechanisms. Through
integratinga hierarchical BiIGRU with residual gates and time-aware multi-head temporal attention, coupled with
a robust multi-strategy feature selection framework based on VMD and SSA, the system aims to overcome the
limitations oftraditional IDS approaches. Its deployment onthe CIC IDS 2018 dataset demonstrates its potential
to deliver high accuracy, adaptability, and efficiency in real-world network security applications. As cyber threats
continue to evolve, such intelligent and adaptive systems are essential for maintaining resilient and secure digital
infrastructures.

1.1 Research Contribution
The main contribution of the proposed model is expressed below,

e To optimize the feature extraction and selection, for deriving the highly discriminative and relevant
features from intricate network traffic, addressing the limitations on high-dimensional and noisy data in
conventional IDS.

e To build a Hierarchical BiIGRU architecture that can efficiently learn and model intricate temporal

patterns in network data at various levels of abstraction, greatly enhancing the detection capabilities for
complex, multi-stage, and subtle intrusions that are difficult to detect using traditional techniques.
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e Incorporation of Time-Aware Multi-Head Temporal In addition to providing a critical degree of
interpretability by emphasizing the mostimportant features and time points that contribute to a detection
decision, attention to explicitly consider the temporal orderingand inter-eventtiming allows the system
to identify anomalies based on unusual sequences and timing.

e To attain better detection accuracy, lower false-positive rates with improved adaptability when it is
compared with existing intrusion detection systems.

2. Literature Review

In the prevailing study [16] a hybrid samplingmethod (ADASYN+ RENN)is applied. Feature selection is then
performedusing a combination of Random Forestand Pearson correlation. Subsequently, a Convolutional Neural
Network (CNN) extracts spatial features, enhanced by average and max pooling. Bidirectional Gated Recurent
Units (BiGRU) extract long-range dependencies for comprehensive feature learning. Finally, Softmax classifies
the data. Moreover, for data imbalance bias [17] the existing method uses a mixed sampling strategy for data
resampling. It also includes denoising methods to manage any noise presented during sampling. Furthemmore,
feature redundancy is eliminated usinga combination of Pearson correlation coefficientRF for feature selection,
which improves themodel's ability to capture crucial information from high -dimensional attack traffic. Likewise,
in GIGA[18], a two-stage feature selection method, optimizes ID systems by reducing dimensionality and
enhancing detection accuracy. It uses Giniimpurity to pre-filter features, thena Genetic Algorithm to select the
most relevant subset. This approach improves accuracy and reduces false positives/negatives for ML models.
Further, an intrusion detection method [19] is suggested using ResNet-BiGRU with PSO-GA hyperparameter
optimization. ResNet extracts parallel local features, which BiGRU then processes for long-distance
dependencies. An attention mechanism is added to weight features, improving the comprehensive capture of
important network intrusion characteristics and detection performance. The study has suggested [20] implied and
explicit attention mechanisms. Implicit attention employs a self-supervised task that asks a model to perform
rotationclassification on aninputimage in orderto focus thedeep learning model's algorithms on certain helpful
features that are present in the image. Explicit attention is implemented using a multi-headed self-attention
mechanismin a Vision Transformer thatlearns toattendto important locations in the inputimage and map global
features to semantic space while training. AN extensive experiment produced state-of-the-art results, producing
the highest harmonic mean on three datasets.

Subsequently, the study [21] has presented a bidirectional GRU-based NIDS model with a hierarchical attention
mechanism, treating intrusionas a time-series event. The study investigates theimpactof varying lengths of prior
tra ffic on performance. Experiments on the UNSW-NB 15 dataset show the proposed model achieves a satisfactory
detection accuracy of over 98.76%.Moreover,the MAML algorithm [22] is integrated to enable the BiGRU
model's rapid adaptation and improved generalization to new tasks. Parameters are refined via meta-learning,
summing losses across instances and using quadratic gradient descent. Empirical results show significant
advancements, with goodness-of-fit decision coefficients of 0.926983 and 0.934452.Moreover,the TRBMA
model[23]enhances ResNet18 with Temporal Convolutional Networks (TCNs), BiGRUs, and Multi-Head Self-
Attention for comprehensive temporal feature learning. A 1D ResNet processestime-series data, and the AdamW
optimizer improves convergence and generalization. On the CIC-IDS-2017 dataset, TRBMA achieves 98.66%
accuracy in predictingmalicious traffic. Inthe study [24]a hybrid sampling algorithm combining ADASYN and
RENN is employed. Feature redundancy is tackled by combining RF and Pearson correlation analysis. A CNN
extracts spatial features, which are further refined by fusing Averagepooling and Maxpooling. An attention
mechanism assigns feature weights, reducing overhead and improving model performance. The prevailing study
[25] improves object instance labeling and boosts robustness a gainst adversarial attacks. It achieves significantly
highermAP, F1, and AUC scores,andan 8-point higherm AP against FFF or UAP attacks. This improvement is
attributed to integrating both contextual and visual features from scenes, demonstrating that a simple context

module can greatly enhance detector reliability.

ResNeSt-biGRU framework [26]updates IDS by usinga dual-layered mechanism to exploit temporal and spatial
features in network data, enhancing detection accuracy. Then, the PreloT dataset is introduced (IoT network
behaviors) for training and evaluating IDS models to identify intrusion tra ffic. The suggested scheme achieves
average accuracies 0£99.90% on N-BaloT and PreloT datasets, and 94.45% on UNSW-NB15.In the study[27] an
ML-driven network intrusion detection model using Random Oversampling (RO) to handle the imbalance,
stackingand embeddings andfittingbased on the clusteringand PCA, specifically forlarge with high imbalance
datasets. The evaluation was based on evaluating the model using 3 benchmark datasets. The results indicated
accuracy 0 99.595% and 99.95% for the RF and ET models, respectively, on the UNSW-NB15.The prevailing
study [28] has suggested IDS usingthe NSL-KDD dataset. It employs Recursive Feature Elimination (RFE) with
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a Decision Tree for pre-processing and optimal feature selection. Various deep learning models (ANN, LSTM,
BiLSTM, CNN-LSTM, GRU, BiGRU) were evaluated, with CNN-LSTM achievingthe best performance: 95%
accuracy, 0.89 recall, and 0.94 f1-score.The existing approach employs [29] a multistage feature extraction
process for [oT security data. Autoencoders (AEs) first extract robust features from unstructured data. LSTM
networks then analyze these features for temporal patterns of abnormal behavior. Finally, these refined features
are fed into CNNs for classification, effectively leveraging each model's strengths. Similarly, the approach [30]
uses a multistage feature extraction for loT security data. Autoencoders (AEs) extract robust features, then LSTMs
analyze these for temporal patterns of abnomnal behavior. Finally, CNNs classify these refined features,
effectively combining each model's strengths.

Correspondingly, the process [31] begins with Embedding Bilateral Filter (EBF) for image decomposition nto
base and detail layers, improving detection. An IR with attention-based Conv-ViT fusion model (efficiently
captures shape and texture. Further, the Improved Shark Smell Optimization Algorithm (ISSOA) enhances feature
selection and reduces redundancy. Finally, a Multi-scale Contextual Semantic Guidance Network (M CS-GNet)
confirms strong image classification through incorporating multi-layer features, preventing data loss.The study
hassuggested [32] implicit and explicit attention mechanisms. Implicit attention utilizes a self-supervised image
angle rotation task, focusing on task-relevant image features. Explicit attention, implemented via a multi-headed
self-attention Vision Transformer, maps image features to semantic space during training. Extensive experiments
on AWA2, CUB, and SUN datasets establish the projected mechanisms' effectiveness, achieving sta te-of-the-art
harmonic mean performance. Moreover, an IDS architecture [33] comprised of CNN for extraction of spatial
features and four variations RNN. The combination of these networks can more efficaciously detect and classify
malicious cyberattacks in loTnetwork traffic than traditional methods. In the study[34],an LSTM-SVAE extracts
relevantfeatures. Then,a BIRNN-HAID identifies intrusions with enhanced focusand memory. Finally, CE-CIA
refines predictions using cognitive principles to balance sensitivity and specificity, reducing false positive.

This study [35] recommends an attention-based ZSL model for unseen class recognition. It uses a Vision
Transformer-adapted attention mechanism to learn discriminative attributes from image patches. Experiments on
AWA2, CUB, and SUN show state-of-the-art hatmonic mean results, proving its effectiveness. Likewise MFEI-
IDS [36] is an intrusion detection system that uses an FCN—Transformer for multi-level feature extraction,
capturing localand global patterns toreduce manual engineering. Its inductive learning component maps features
to robust class representations, improving generalization for unseen attacks. MFEI-IDS is designed for data
imbalanceand small-sample scenarios. Similar to that ,Packet-level adversarial tra ffic generation (PATG) [37] s
projected toattack IToT NIDSs by evading DL-based systems while maintaining domain constraints. A reversible
abstract traffic representation allows effective, functional modification of original traffic. A packet-lkvel
generative adversarial network crafts adversarial traffic by learning benign data distribution and simulating
evasion. Additionally, two defence schemes are designed to enhance system resilience a gainst these attacks. The
suggested Electricity Theft Detection (ETD) model [38] combines RFE, KNNOR, BiLSTM, and LogitBoost into
a BILSTM-LogitBoost stacking ensemble. This four-stage model achieved 96.32% precision, 94.33% F1 score,
and 89.45% accuracy on SGCC data, outperforming benchmarks The study [39]has recommended a hybrd
network classifier, combining improved residual network blocks and BiGRU. An improved autoencoder first
reduces network data dimensionality. The processed data is then fed to the hybrid classifier for detection.
Experiments on NSL-KDD and UNSW-NB 15 datasets show themethod achieves high accuracies of 9340%and
93.26%, respectively.

2.1. Problem Identification
The research gaps obtained by the existing studies are expressed are depicted.

e There is no deeply embedded and optimized feature selection that specifically enables a BiGRU
architecture to learn hierarchical temporal dependencies [18][36].

e Theprevailingstudies have affected onadaptability and issues related to data, however, the explicit focus
on robustness to conceptdrift and the enduring adaptation ofhierarchical BIGRU models to the evolving
patterns of an attacker is not provided extensively [22].

e While there is presence of attention mechanisms, there is limited attention focused on providing

thorough, interpretable and actionable explainability for the complex, multi-level, temporal rea soning of
a hierarchical BiGRU in the context of an IDS. [17][21].
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3. Proposed Methodology

Traditional IDS have significant weaknesses: signature-based approaches use known patterns to identify attacks
(false-negativeissues)and anomaly-based a pproaches may present numerous false positives when characterizing
an unpredictable and dynamic network. Both approaches are time-inefficient when working with high-
dimensional datasets, creating latency and computational overhead, and are static; they do not allow for
continuous adaptation to evolving and possible future threats. Hence, the proposed IDS mi itigates these
shortcomings by combining a Multi-Strategy SSA-VMD for Feature Selection method with the Hierarchical
BiGRU with Residual Gates and Time-Aware Attention Mechanism. Where, the Multi-Strategy SSA-VMD
derived features allow for optimal feature extraction, reduced dimensionality, and dimmed noise ensuring a time-
efficient dataset downstream. The Hierarchical BIGRU incorporates Residual Gates that learn complex, multi-
scale restrict temporal patterns from the derived features, with the goal of improving the detection of new attacks
and eliminating false positives. The Time-Aware Attention makes it possible to attend to the precise timings of
events, which makes it possible to achieve greater anomaly detection with interpretability and the overall flow is
given in the figure.2 which is depicted.
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Figure.2 Overall Flow of Proposed Model

Figure 2 illustrates the complex process for intrusion detection starts with the CIC IDS 2018 Dataset, which isa
strongexample ofa dataset with labelled instances representing "Normal" (or "Non-attack") or "Attack" types of
network traffic. Then in pre-processing steps, including Label Encoding to make categorical features into their
numerical equivalencies, and Scalingto lessen the impact of different contributions from each feature ofthe data,
thereby constraining the dataset to be uniform, enabling the model to operate optimally.

After the pre-processing steps, a Complex Multi-strategy Feature Selection method is applied, which Combine
Variational Mode Decomposition (VMD) with the Multi-strategy Sparrow Search Algorithms (SSA). VMD works
by decomposing network traffic features into intrinsic mode functions, and in this method, despite the presence
of noise or non-stationary data, then useful features are extracted using VMD. The Multi-Strategy SSA can
intelligently search combinations of feature subsets and provides a different feature combinations that can help in
reducing the dimensionality of the data, and makes more effective and efficient models. Prior to training, the
refined dataset is appropriately split into Train and Test dataset to assess the model's performance ondistinctdata.
The workflow is driven using the Hierarchical Bidirectional Gated Recurrent Unit (BiGRU) model which is
comprised of three separate layers, sequentially where, Layer 1 focuses on low-level trends then retum
fundamental features; Layer 2 focuses on mid-level features as it relates to more complex relationships; and Layer
3 for high-level abstractions and deeper meanings.

Moreover, the architecture has a Time-Aware Attention Mechanism with Multi-Head Temporal Attention -
allowing the model to focus on different time frames and their significance. The processed data then channels
through the classification module where predictions are made using the learned representations from the BiGRU
layers. Here, Residual Gates is used to overcome the vanishing gradient problem to train deeper networks while
preserving important features between layers. The proposed time-aware attention mechanism help the model focus
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even further by dynamically weighting and focusing on different parts ofthe inputdoes sequence based on which
time frames are relevant to the detection task (both normal and attack). Hence, model performance is evaluated
using performance metrics.

3.1. Data Pre-processing

There are some specific steps that are important to take in orderto change the raw data to a statethat is ready to
model. One of themajor processesusedis Label Encoding; that is the process of structured coding of categorical
features toa numerical representation; allowing machine learning algorithms to use those categorical features. For
instance, different regions or categories in the categorical variable could be assigned different integer values,
allowing the rest of your model to process that in a numerical form. Moreover, Label Encoding can artificially
place an ordinal hierarchy on nominal data that could possibly be misinterpreted by some models.

A furthercriticalmethod is Scaling. Scaling generally means that data is normalized or standardized so thatthe
features are weighted equally when calculated by the model. Scaling is especially important for distance -based
algorithms, where one feature could dominate the others if they are a larger number. Normally scaling simply
means moving the values of the data to some range (like 0-1 in the case of normalization) or to some fixed
distribution centered at zero with unit variance (like standardization). Since large value features can dominate the
leaming process, scaling (normalizing or standardizing) the values of each feature prevents this from happening,
Regardless, scaling data is a necessary and productive pre-processingactivity to ensure that the proposed model
can perform and generalize better.

3.2. Feature Selection- Multi Strategy SSA — VMD
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Figure.3 Illustration of Feature Selection Using SSA-VMD Approach

Figure.3 depicts the operation of a refined feature selection method in an Intelligent Intrusion Detection System
(IDS)based ona Variational Mode Decomposition (VMD) strategy motivated by the sparrow's behavior. It starts
with initializing parameters and building an initial population of potential solutions, followed by fitness evaluation
to determinetheir performance in feature selection. Sparrows are classified according to their positions, specifying
the top and low performers. The algorithm then separates the producers from the scroungers in the population,
using a cross-mutation strategy and crossover operations to improve diversity among possible solutions. Best-
performing sparrows' positions are updated in each iteration, with the algorithm monitoring scout roles to venture
into new regions in the solution space. This proceeds untilan optimal solution is determined, thus enhancing the
efficiency and accuracy of the intrusion detection system via efficient feature selection.

Sparrow Search Algorithm (SSA)is plagued with slow convergence, local optimatrapping, and loss of diversty,
which results in suboptimal feature selection in Intrusion Detection Systems (IDS). These problems are addressed
by Variational Mode Decomposition (VMD), which improves exploration by using multi-mode decomposition,
enabling pamllel search across various regions of the solution, hence improved convergence rate. Population
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diversity is also ensured by cross-mutation approaches and adaptive parameter adjustment, which avoid premature
convergence. Variational mode decomposition (VMD) is a totally non-recursive feature processing method based
upon Wiener filtering and Hilbert transform. VMD is fundamentally an iterational variational technique which
can automatically searchthe optimal solution ofthe variational problem: finding the minimum total bandwidth of
each component. The original input feature can be decomposed via VMD into a series of band-limited discrete
sub-features, that is, with most of the energy of each mode concentrated about the centred frequency.

Correspondingly, VMD is employed to expand the original feature into IMF components and determime the
optimal variational mode solution, which is a fully non-recursive model.

For the best solution of the constrained variational model, the principle is as follows

The mode equation is described as an amplitude frequency feature Fj,wherelin the input dataand itis defined
as follow in equation (1).

F,(D = 0,(D) cos[¢p (D] (1)

Where o, (1) is the IMF vibration amplitude, the IMF frequency is the derivative of ¢ () and the VMD’s principle
is given as below:

1. The systematic feature of eachF, (1)) is obtained by Hilbert transform to acquire the frequency of single-sided
defined as follows Equation (2)

(Fo+ %) «F, (D) )

Here, the impact function is F(l), and it is shown in Equation (3):

o [=0
F(D) = 3)
0 l+0
2. Add the e -jwkt and send the range of every modal component to the pertinent base band is illustrated as follows
Equation (4)

[(F(D) +2) « ;@] ) 4)
3.The VMD principle is reformulated as an optimization problem with restrictions and it is expressed in Equation
®)

2
gl { Il [(F(l) + %) *F, (z)] (e—yugz)ﬁz}, F.Y, F,() = f(D) (5)

Here, cod F,; (Dis represented in Equation (1), u,is the center of frequency of each modal component, g is the
iteration times, f(1)is the originalfeature, F. [ isthe bound term, * is the symbol of convolution calculation.

4. Include a penalty factor a and a refined Lagrange formula for solving Equation (5), transform the ordinary
variation problems into unconstrained variation problems. A comprehensive Lagrange expression is derived as
follows Equation (6)

0 up A = a0 (FO) +2) < £, @] )]

n2

HIfF® =25, KON +(0.fO - X5, FO)

Here the 2™ penalty factor is a which is used to adjust in order to get the completeness of the VMD.

(6)

5. After transformation, the constrained variational model's optimal solution expression is derived as follows
Equation (8):

)= i Fyan) +202)
1+2a(u-ug)?

i) =

)
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The VMD approach, a non-recursive feature decomposition method to decompress a feature into intrinsic mode
function (IMF) components. The fundamental concept is to determine an optimal variational mode solution by
solving a constrained optimization problem. This is done through multiple steps: first, computing the analytic
feature of every IMF component via a Hilbert transform (Equation 2 and 3); second, shifting each modal
component's spectrum to its corresponding baseband (Equation 4); third, defining the VMD principk as a
constrained optimization problem (Equation 5); and lastly, solving for this problem by adding in a penalty factor
o and amore sophisticated Lagrange formula (Equation 6) to obtain optimal solutions for both the IMFs (Fg) and
their centre frequencies (ug) (Equations 7 and 8). Mostly, VMD tries to decomposea feature into a collection of
band-limited IMFs, with each IMF containinga compact frequency representationatcertain central frequency.

Therefore, the SSA algorithm based VMD parameter optimization framework, which can reach the optimized
parameters more rapidly and precisely. The SSA algorithm optimizes by simulatinga target foraging behaviour
of the sparrow population and has high optimization capability and fast convergence speed. The VMD
decomposes theunique feature to K modal components. Uncertainty the modal elementis clean and fewernoise-
influenced, the information corresponding to the feature of the originaltime series data will be more evident and
have smaller sample entropy. The proportion of sample entropy isused as a total evaluationindex to develop the
objective function. Hence, the process of optimizing the VMD parameters is changed to pursue the ratio of
minimum sample entropy defined by SSA.

3.3. Proposed Classification Model- Hierarchical BIGRU with Residual Gates and Time-Aware Multi-
Head Temporal Attention
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Figure.4 Proposed Hierarchical BiGRU with Residual Gates and Time-Aware Multi-Head Temporal
Attention Model

Figure.4 shows the proposed model features a unique form of intrusion detection based on the Hierarchical BiIGRU
architecture. The core structure of this architecture include three BIGR U layers that operate in sequence, Layer 1

models low-level patterns, Layer 2 models mid-level features interactions, and Layer 3 extracts high-level
abstractions to get a completeunderstanding ofthe sequential data, while processing information in both forward
and backward directions. This is significant because the BiIGRUs also have Residual Gates in all layers which
helps eliminatingthe vanishing gradient problem and allows effective training of deeper networks composed of
BiGRUs. Also aware of the importance of time, the architecture also implements a Multi-Head Temporal
Attention method that computes the weighted sum of its input features through three steps. They are matrix
multiplication, Softmax normalizationand scaled values and concatenatethe different heads together to diversify
the effects of attention across the model, for example the head can look at the input data with more time
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consideration - this is done priorto a finallinear projection. The processed output is then fed into a Regularized
Dense Layer, which incorporating techniques like dropout and batch normalization to prevent over fitting thatis
followed by an Activation Function to introduce non-linearity. The final Output Layer produces predictions,
classifying network traffic as "Normal" or "Attack." Hence, the hierarchical structure is proposed for nuanced
data understanding, the bidirectional nature of BiGRU for comprehensive temporal context, the adaptive focus
provided by the temporal attention mechanism, the training stability offered by residual connections, and the
overallrobustness achieved through comprehensiveregularization techniques. This integrated design significantly
enhances themodel's capability foraccurate and effective intrusion detection in complex network environments.

Correspondingly, the streamlined version of LSTM is GRU, which is similar to LSTM and makes the model to
be simple. Here, GRU combines forgetand input gates to be an “update gate”. Where, the unit and hidden states
are merged together. Moreover, the hidden state is evaluated for the current status and hence the h™t is estimated
and the reset gate is @, is provided in the equation (9).

Q:= O'(WQ [ht—l'xt]) ©)

Moreover, the sigmoid function is employed to constrain the gate value between [0, 1]. When the reset gate
approaches 0, the current candidate value h™ t disregards the past hidden state ht—1 and is calculated with the
present input xt. This essentially allows the hidden stateto discard some unnecessary information contained in the
future:

Py = tanh (W, [1; * p,_y,x¢]) (10)

After computing the candidate value h™t, the update ga te determines how much information of the previous hidden
state can be passed onto the current hidden state. The update gate zt is defined as:

0y = 0(W,[pe-1,x:]) (1D
The recent hidden state ht at the present time is computed as:

Pe=Q—2)*piy +2, %D, (12)
Moreover, the GRUneuralnetwork employs a recurrent structure forencodingand decoding information about
its input, and the NN uses the information from the previous momentat the point and does notusea future moment

state, so it just can't improve accuracy of prediction. The BiGRU network employs a futurelayer and can therefore
have the sequence of data predicted in the opposite direction to fix this issue.

The network has 2 hidden layers to gather information in the past and the future, and both are connected to the
same output layer. In BiGRU:

ﬁt = GRU(xtrﬁt—D (13)
P =GRU(x;,p <) (14)
D¢ = UPy + VP + by (15)

In the hidden layers between, thenonlinear mapping function for the input data. u, and v,are weights for the
forward hidden layer, and statehE t and thereverse hidden layer state < ht respectively. Moreover, b, is the
hidden layer state at time t of the corresponding compensation.

Passthe hiddenstate H to theattentionmechanism, and fusethe BiGRU outputy 'i—1 at time i to compute the

attention weight of each h in the current time. Y'0 is taken from thefinalhidden state hm of the encoder. The
calculation of the weights is given in the equation (16):

ki =VTtanh (Wp; + Uy,_; + bias),i eN,1<i<njeN,1<j<m (16)
Where VER T, W € R Txk and U € R Txk are parametrical weight matrices.

Normalize eij by using the Soft max function as described in Equation 10.

Volume XVIII, Issue 3, 2026 Page No: 147



Journal of Xi'an University of Architecture & Technology ISSN No : 1006-7930

exp(eij)

U;; = _Z}'nzl exp (ej)

j

(17

The e;; is the feature correlation coefficientandit is scaled by its consistent hiddenstate value hj to produce a
weighted cell state C € R nxk ,which reflects the varying contributions of the features.

The hidden state Y 0 is transformed according to Equation (9):

Ji= foleo]i-1) (13)

2 represents the BIGRU network unit in the decoder, where the inputis no longer the original cell state, then the
weighted data differential accordingto the influence size. The encoder part can calculated and it is extracted by
the contribution rate of each input data with the attention mechanism, resulting in improved prediction
performance. Moreover, the algorithm for time aware attention mechanism is depicted.

Algorithm :Time aware Attention Mechanism

1: Coverd = encoder.bigru.output
2: for v=1 to TargetLength do

3: fory =1 to InputLength do
4: eyy = MIP(y',_4,T))
5: end for

6: B]; = Zgirlg e?z(fn;etlf)lijp (eny)
7: k,= B, © Covered

8: Yo = 2k y5-1)

9: end for
10: return L'

Moreover, the model can concurrently attend to data from multiple representation subspaces at different
positions thanks to multi-head attention.

MultiHead(q,k,v) = Concat(hl,...,hh)wo (19)
Where hi = Attention(qw q; ,kwk;,vwv;) (20)

The parameter matrixes are projected aswq i € R dmodel X dk,wki € R dmodel X dk ,wvi €
R dmodel X dv and wo € R hdv X dmodel .

Averaging stopsit with a single attentionhead. Eachlayer oftheencoder and decoder has a fully connected feed-
forward network, which is implemented individually and identically to each position, with the exception of
attention sub-layers. It consists of a ReLU activation sandwiched between two linear transformations.

FFN(x) =max (0, xW1 +b1) W2 + b2 Q1)

On the other hand, layer-to-layer linear transformations are comparable across different states with multiple
parameters.

Therefore, several existing IDS mainly focus on feature extraction or classification and uses static approaches.
These approaches are failed in adaptingthe intricate occurred on the dynamic network traffic that results in loss
of key temporal information. However, in the proposed model a feature selection module and a classification
model are the two complementary stages of the proposed Intelligent IDS. Besides, raw network traffic i
intelligently processed during the feature selection phase, which is based on Multi-Strategy SSA and VMD. The
Multi-Strategy SSA then extracts robust features from these IMFs, guaranteeing thorough capture of temporal
dependencies, after VMD first breaks down the complex network data into both noise and appropriate pattems.
The Hierarchical BiGRU with Residual Gates and Time-Aware Multi-Head Temporal Attention classification
modelis then fed these refined features. With the help of residual connections for stable training, this DL
component learnshigh-level and fine-grained temporal patterns from both pastand future contexts using a multi-
layered Bidirectional GRU. Significantly, the model's Time-Aware Attention mechanism explicitly incorporates
timing information for highly accurate and context-aware intrusion detection, enabling it to selectively focus on
the most important time steps and aspects of the network data. Subsequently, the modelresolves the limitations
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occurred in the existing methods and bridges the gap between advanced feature extraction and dynamic
classification in finding network anomalies and the algorithm for the Multi-Strategy SSA-VMD + Hierarchical
BiGRU for Intrusion is depict.

Algorithm: Multi-Strategy SSA-VMD + Hierarchical BiGRU with Time-aware
Attention Mechanism for Intrusion

Input: CIC IDS 2018 & BoTNeTIoT datasets
Output: "Normal" or "Attack" classification

Pre-processing:

Load, label encode, scale, and split data.

Feature Selection (SSA-VMD):

Initialize sparrows; iteratively evaluate and update positions.

Decompose features via VMD; optimize parameters using entropy.

Select optimal feature subset.

Classification (Hierarchical BiGRU):

Three BiGRU layers extract temporal features (low to high level).
Use residual gates and skip connections.

Apply multi-head time-aware attention for focused temporal info.
Pass through dense layer with dropout & batch norm.

Output prediction with activation.

Evaluation:

Measure accuracy, precision, recall, F1-score.

Return classification result.

Table.1 Hyperparameter Specifications

Parameters Values
Batch_size 1024
Timesteps 3
Activation Relu

Monitor 'Val loss'
Factor 0.5
Patience 5
Verbose 1
Min_Ir le-6
Validation_split 0.2
Epochs 50
batch_size 32
class_weight class_weights
verbose 1

4. Results and Discussion

This section discuss in detail about the dataset usage, performance metrics, performance analysis and its
comparison with the existing studies.

4.1 Dataset Description

The CIC-IDS2018 dataset is recognized as a popular dataset for research in intrusion detection as it presents better
attributes than the previous benchmark datasets including KDD Cup 99, NSL-KDD, and the data from CIC-
IDS2017. Datasets from years and decades ago, older benchmarks are often too dated as they do not contain the
relevant attack patterns of today, they are often made of repeated records and over-anonymized for real world
applicability in evaluating an advanced IDS. Unlike older datasets, CIC-IDS2018 was carefully produced to
represent current network traffic and current/relevant attack scenarios that included brute-force, Heart bleed,
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Botnet, DoS, DDoS, web attacks including infiltration. The CIC-IDS2018 dataset is composed of a full set of
flows labelled as benign and malicious with 79 features, extracted using CICFlowMeter-V3, and totaled more
than 160,000 flows that are ideal for representing real-world scenarios. As a well-documented, and relatively
recently produced dataset, it allows forresearchers to produce and thoroughly test an intrusion detection system
with a greater sense of fidelity and relevance to present online attack threats [40].

Subsequently, the BoTNeTIoT dataset is aimed to evaluate the anomaly detection in [oT that include a varied
range of network traffic conditions, which contains benign and malicious activities. Moreover the dataset has a
significantly unbalanced class distribution; some attack types, like port scanningand DDoS, are overrepresented
relative to others, which makesit difficult to train models efficiently without favouring the more common classes.
The datasetalso poses difficulties because differenttypes ofattacks have similar attack patterns, making it difficult
to distinguish between them and possibly resulting in misclassifications. Moreover, functioning with the
BoTNeTIoT dataset necessitates the use of advanced methodologies for effective intrusion detection in IoT
systems, as this overlap calls for complex feature extraction and classification techniques to improve accuracy in
identifying and mitigating threats. The dataset has 27 features, which were derived from packet captures within
10-second time windows. These features encompass several statistical attributes like mean, variance, count,

magnitude, radius, covariance, and correlation coefficient [41].

4.2 Performance Metrics

When estimating the DL models for classification, typically confusion matrix based metrics willbe used. Besides,
confusion matrix shows the relationship between the predicted class labels ofthe given inputimage and the ground
truth class label for the image. These conditions can be captured by the metrics: True Positive (TP), True Negative
(TN), False Positive (FP), and False Negative (FN).

Similarly, performance metrics for the assessment of an image classifier can be measured by accuracy, recall,
precision and F1 score. In fact, the accuracy is the rate of accurate predictions made by the model and estimated
astherate of accurate predictions taken by the total overall predictions. Then, recallis a rate utilized to measure
the model capability of detecting all the positive samples, and it is evaluated asthe rate of true positive detections
made by the actual total positive samples. Another metrics is precision, where the capability of the model is
measured of finding true positive instancesand is considered by the rate of positive predictions by the total overall
positive predictions. The F1 score, is defined while the recalland precisionrates are calculated using the harmonic
mean, then this is used to weight recall and precision during conflict. The formula description ofthese metrics are

given as follows:

Accuracy (4) = % (22)
Recall (R) = ﬁ (23)
Precision (P) = (TpT+PFN) (24)
F —1Score (F1)=% (25)

4.3 Performance Analysis

This section explains in detail about the performance of the proposed model and with its description.
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Class Distribution (0=Benign, 1=Attack)
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Figure.5 Class Distribution of Proposed Model

The bar chart shown in the figure.5 depicts the distribution of the assignments in the data set, exhibiting clear
classimbalances. The x-axis indicates "label" (0 is "Benign" while 1 is "Attack") and they-axis indicates the total
instances. The bar chart displays class imbalances in that a large number of the instances are labelled "Benign"
(about 100,000) and a substantially lower label countas "Attack" (approximately 40,000). Recognizable class
imbalances in the data, like what was illustrated here, are important for two reasons; first, they impact in what
way ML models aretrained and subsequently evaluated. This is importantbecause if they are trained ona data set
that has class imbalances, it is likely the model can perform well on the majority label butpoorly on the minority
label.
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Figure.6 Multi-Class Distribution of Proposed Model

Figure.6 illustrates the frequency of categories within what is likely a network traffic or network intrusion
detection dataset, with each category representing a network activity or attack type. The x -axis lists those
categories: "Benign" (representing standard network traffic), "Bot" (traffic coming from a botnet), several
different Denial-of-Service (DoS) attacks, "SlowHTTPTest," "LOIC-HTTP," and "GoldenEye," "Infiltration"
(access attempts), a variety of "Brute Force" attack contexts ("Brute Force - Web," "Brute Force - XSS"), and
"SQL Injection" (attempts to exploit a database). The y-axis details the counts forthe labels where the height of
each barindicates the frequency of that label. A compelling detail from the bar chart is the preponderance of the
"Benign" category which contains far greater counts comparedto allof the other labels. This creates a large class
imbalance for benign traffic in the dataset. The much more limited counts of the other attack types should be
considered, especially during model training to ensure no strong bias toward the majority classes.
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Figure.7 Correlation Heat map of Multi-class Classification Model

Figure.7 demonstrates an extensive correlation matrix to visualize therelationships between many ofthe features
in the dataset. The x-axis and the y-axis show the same features, which make the comparison forany two features
easy. Thecolors onthe scale range from blue, which indicates negative correlation, to red, which indicates positive
correlation, and the darker the blue or red, the stronger the correlation is. The diagonal elements represent that
each feature is correlated to itself at 1.0. The off-diagonal elements reveal the correlation coefficients between
different features: +1 are values of strong positive correlation, -1 are values of strong negative correlation. The
correlation matrix provides important insights about features that may be redundant because they are highly
correlated, and it often means we can delete one of these highly correlated features to simplify the model. In
addition, the correlation matrix also provides important value in identifying features which contributein a similar
manner to predicting outcomes, improving the informed decision regarding the feature selection and feature
engineering process. Furthermore, many features being strongly correlated, demonstrate complex relationships
with the data, including interdependencies, potentially transforming the performance of the model.
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Figure.8 Confusion Matrix of Binary Classification Model for CSE-CIC-IDS 2018 Dataset

Figure.8 shows a binary confusion matrix employed to measure the performance ofa model that classifies between
two classes: "Benign" (0)and "Attack" (1). There are 10,743 true positives for well-classified benign instancesin
this matrix, no benign cases misclassified as attacks (0 false negatives), and no attacks classified as benign (0 fale
positives). Thereare also 4,257 true positives for attack instances. This shows that the model performs with perfect
classification without any errors in separating benign and attack instances.
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Figure.9 Confusion Matrix of Multi-Class Classification Model for CSE-CIC-IDS 2018 Dataset

The confusion matrix in figure.9 represents a deeper view of the classification performance of the model for 14
classes (0 to 13), with rows asactual classes and columns as predicted classes. The diagonal values indicatethe
number in which each class was correctly classified (21,486 forclass 0,2,380 forclass 5 etc.) with larger being
more accurately classified. The actual misclassification are in the off-diagonal values. For class 1, it had 1,182
correct classified, but many more were classified as class 0 where they could be class 1. For class 7, the model
misclassifiedaninstance as class 5 171 times, buthad positive 1,908 correct classified instances in class 7 results.
The significantnumber of diagonal values demonstrates overall good accuracy of the model. In contrast dive oft-
diagonalvalues likely shows instances of misclassification going forward thatcould be worth looking at again as
consideration for future model construction or investigation. The color ranges from light blueto dark blue to show
count sizing, with darker showinglarger counts. This colormatchingis a good visualaide forrapidly seeing the
correctly classified and misclassified instances. The error analysis is obtained by observing the data presented in
the columns. This shows that the multi-class has less values and certain columns have more values.
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Figure.8 Confusion Matrix of Binary Classification Model for BoTNeTIoT-L01-v2 Dataset

The binary confusion matrix presented here reflects that the classification model works extremely well with
perfectaccuracy. [t reflects 10,743 true negatives (correctly identified benign instances) and 4,257 true positives
(correctly identified attack instances), without any false positives or false negatives. This brings about an accuracy
rate of 100%, reflecting the model's capability to perfectly classify between benign and attack instances. Such
outcomes indicatea successful model; nonetheless, further examination on measurement such as precision, recall,
and F1-score would show us more about its general performance and stability.

Therefore, the implementation of SSA-VMD method makethe datasets as a clean, linearly separable with minimal
overlap during the feature distributions. It identifies a highly discriminative features by removing the irrelevant
orredundantvalues. This can make themodelto select the features precisely capture the variations among classes
and hence the perfectscores (100%) are achieved. Moreover, the conventional security models requires moretime
forcalculatinga large data in detecting therisks. Whereas, a bad user may requires an unauthorized a ccess to data
for obtaining sensible information and changes the data could be affects the user negatively.
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4.4 Comparative Analysis

This section explain in detail about the comparison of existing models with proposed modelandit is discussed in

detail.

Table -2 Comparative Analysis of Existing Models with Proposed Model

Journal of Xi'an University of Architecture & Technology

for CSE-CIC-IDS 2018 Dataset[42]

Algorithm Accuracy | Precision | Recall | F1 score
AdaBoostM1 0.862 0.961 0.883 0.92
Bagging 0.988 0.996 0.989 0.992
Bayes Net 0.965 0.968 0.989 0.972
CDT 0.987 0.997 0.988 0.993
DDTNB 0.986 0.996 0.988 0.992
IB1 0.978 0.986 0.988 0.987
J48 0.988 0.977 0.988 0.993
KStar 0.979 0.989 0.987 0.988

Proposed Model 1 1 1 1
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Figure.10Illustration of Comparison of Performance Metrics of Proposed Model with Existing Models
for CSE-CIC-IDS 2018 Dataset [42]

Table.2 and Figure.10 shows that the "Proposed Model" is evaluated and achieved a perfect score of 1.0 for
Accuracy, Precision, Recall, and F1 score. Bagging, CDT, and J48 performed well and acquired an accuracy
scores of 0.988 and F1 scores of 0.992 and 0.993. The Bayes Net, DDTNB, IB1, and KStar algorithms all
performed well with anaccuracy 0£0.965t00.986, F1 score 0£0.972 to 0.988. AdaBoostM1 performed the lowest
scores in all categories, and lowest Accuracy 0f0.862andF1 scoreof 0.92. It would be beneficial to build a more
robust analysis and demonstrate that the proposed model is high by comparing against a wider variety of ML
algorithms.

Table.2 Comparison of Accuracy among Existing and Proposed Model for CSE-CIC-IDS 2018 Dataset [43]

Reference Accuracy Precision Recall F1 score
Autoencoder [44] 97.70% 98.00% 98.00% 98.00%
DSSTE [45] 96.99% 97.346% 96.97% 97.04%
JLSTM [46] 98.38% 97.79% 97.74% 97.76%
DNN [47] 95.79% 95.38% 95.79% 95.11%
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TCN-LSTM [48] 97.77% 97.94% 97.53% 97.73%
PCA-DNN [49] 97.73% 99.97% 97.42% 98.68%
MLP-BP (Binary . . . .
Classification) [S0] 96.25% 98.75% 96.80% 97.76%
MLP-PSO(Multi-class N o o o
Classification) [50] 98.97% 99.98% 98.80% 97.76%
Proposed (Binary o o o o
Classification) 100% 100% 100% 100%
Proposed (Multi-class 100% 100% 100% 100%
Classification)
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Figure.11 Comparison of Accuracy among Existing and Proposed Model for CSE-CIC-IDS 2018
Dataset[43]

Based on the table.2 and figure.11 the "Proposed (Binary Classification)" and "Proposed (Multi-class
Classification)" models exhibit perfect scores of 100 percent for every metric as follows: Accuracy, Precision,
RecallandF1 score. Of the other models shown, the "MLP-PSO (Multi-class Classification)" model has the next
best scores 0f 98.97% for Accuracy and 99.98% for Precision. Whereas LSTM and PCA-DNN had high scores,
with 98.38% and 97.73% for Accuracy and their F1 scored were also very high. The other reference models,
including Autoencoder, DSSTE, DNNand TCN-LSTM and, MLP-BP (Binary Classification) demonstrated high
performance scores where Accuracies ranged from 95.79%to 97.77%. Thelowest achieved score ofthe reference
models was from DNN, which had a low Accuracy 0f 95.79% andan F1 score 0f 95.11%. Overall the proposed
scores lead all others referenced and benchmarks models in all measured categories across all models.

Table-4Comparative Analysis between LSTM and Proposed Model for CSE-CIC-IDS 2018 Dataset

[51]
DL and ML Model Accuracy
LSTM+AM [52] 96.2%
Light GBM+HBGB [53] 97.5%
CFBLS and BLS [54] 97.46%
LSTM [55] 99%
Proposed 100%
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Figure.12 Graphical Representation on Comparison between Existing Models and Proposed Model [51]

Table-3 and figure.12 shows that the "Proposed" model yielded an overallaccuracy of 100%, ranking ahead ofall
other Deep Learning (DL) as well as Machine Learning (ML) models considered. The LSTM model scored next
to it, with a high accuracy of 99%. Light GBM+HBGB & CFBLS (then BLS) scored accuracies of 97.5% &
97.46% respectively. The LSTM+AM model yielded the nexthighest mention of accuracy, with a score 0£962%.
Overall, the results indicated that the proposed model is the most worthy for this specific purpose; 100% was
attainable against other high-achieving models being just below their expected error range.

Table-4 Comparative Analysis between DNN and Proposed Model for CSE-CIC-IDS 2018 Dataset [56]

Model Accuracy
DNN [57] 95%
DNN [56] 90.25%
Proposed 100%
Accuracy
100%
98%
96%
94%
92%
90%
88%
86%
84%
DNN [57] DNN [56] Proposed

Figure.13 Comparative Analysis between DNN and Proposed Model for CSE-CIC-IDS 2018 Dataset [S6]

Table-4 and Figure.13 demonstrates, theaccuracy of the "Proposed” model has a perfect 100%, which is currently
betterthanthe othertwo DNN models. The DNN model from [11]had an accuracy of 95%, and the DNN model
from [12] had the lowestaccuracy 0£90.75%. So, it can be concluded, that the proposed model is the bestsolution
forthejob andthatthe solution was correctand the othermodels wouldhave a measurable error/uncertainty.

Table-5 Performance Metrics of Existing and Proposed Model for the BoTNeTIoT-L01-v2 dataset [S8]

Algorithm Accuracy Recall Precision F1 score
DNN 89.70 85.83 94.95 84.68
CNNI1 89.85 86.58 93.85 85.21
CNN2 90.60 88.08 95.95 86.64
GRU 89.88 86.14 94.79 85.04
LSTM 90.03 87.03 95 85.46
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Proposed Model 100 100 100 100
Performance Analysis

110
2 100
2% Tih mil
g 80I Il | I Ll Il
o [ I 1
CNNI1 CNN2 LSTM Hybrid Proposed
Model
Model

H Accuracy " Recall ®Precision ®FI score

Figure.14 Performance Analysis of Existing Model with Proposed Model for BoTNeTIoT-L01-v2 dataset
[58]

Table-5 and Figure.14 shows that the Proposed Model recorded the metrics with an accuracy, recall, precision,
and F1 score of 100. The Hybrid model was next to demonstrate strong performance, recording an accuracy of
90.83, a recall of 88.58, a precision 0£95.79, and an F1 score of 87.14. The CNN2 model was hot on its heels
with an accuracy 0£90.60, a recall of 88.08, precision 0£95.95,and an F1 scoreof 86.64. The rest of the models,
LSTM, GRU, CNN1, and DNN, also produced competitive outcomes. LSTM, in particular, had an accuracy of
90.03,recall of 87.03, precision of 95,and an F1 score of 85.46. GRU hadanaccuracy of 89.88, recall of 86.14,
precision 0f 94.79, and an F1 score 0£85.04. The CNN1 model had anaccuracy 0£89.85, recall of 86.58, precision
0f93.85,andan F1 score 0f85.21. Finally, the accuracy ofthe DNN model was 89.70, recall was 85.83, precision

was 94.95, and the F1 score was 84.68.

Table-6 Performance Metrics of Existing and Proposed Model for the BoTNeTIoT-L01-v2 dataset [S9]

Algorithm Accuracy Precision Recall F1 score
Decision Tree (DT) 91.02 96.84 88.88 87.42
Extra tree (ET) 91.03 97.29 88.90 87.43
Gradient Boosting 90.54 96.21 87.81 86.44
Logistic Regression (LR) 75.06 69.77 73.98 7031
Naive bayes (NB) 56.17 60.38 63.70 56.10
Random Forest (RF) 90.99 97.11 88.85 87.36
Proposed Model 100 100 100 100
Performance Analysis
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Figure.15 Comparison of Existing Model with Proposed Model for BoTNeTIoT-L01-v2 dataset [S9]
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Table-6 and Figure,15 has demonstrated that the Proposed Model scored 100 in all measures, with accuracy,
recall, precision,andanF1 scoreof 100. The Extra tree model also had a very good score, with accuracy at91.03,
recallat 88.90, precisionat97.29,andan F1 score at §7.43. The Decision Tree model also performed very well,
with accuracy at 91.02, recall at 88.88, precision at 96.84, and an F1 score at 87.42. The Random Forest model
also exhibited robust outcomes with anaccuracy 0f 90.99, recallof 88.85, precisionof 97.11,and an F1 score of
87.36. An accuracy 0f 90.54, recall of 87.81, precision 0f96.21, and an F1 score of 86.44 was attained by the
Gradient Boosting model. For comparison, the Logistic Regression model wasat 75.06 accuracy, 73.98 recall
69.77 precision,and an F1 of 70.31, while the Naive bayes model was at accuracy of 56.17,63.70 recall, 6038
precision, and an F1 of 56.10.

Correspondingly, in the proposed model, SSA-VMD is designed to reduce noise, select features relevant to the
application, and provide the classifier with clear, informative features. Next comes BiGRU, which captures
temporal dependencies and contextual information in the data sequences so thatthemodel may perceive complex
pattern evolutions across time. The selective feature extractionof SSA-VMD and the temporalmodeling ability
of BiGRU together give a boost to classification accuracy with cleaner input from SSA-VMD and BiGRU utilizing
the inputs to model sequential dynamics more precisely.

5. Conclusion and Future Direction

Traditional approaches in intelligent Intrusion Detection Systems (IDS) had limitations, including high false-
positive rates, poor feature extraction, and inability to adapt to evolving threats, as these approaches utilized
shallow learning models or manually selected features, which limited their capacity to detect complex and
intrusions and reduced the security effectiveness overall. These issues were resolved by developing a new
approach that combined advanced feature selection techniques with a representative DL architecture. More
specifically the proposed approach utilized a Multi-Strategy SSA-VMD for the feature selection process that
improvedthe validity and robustness of the features selected by merging the two processes. [t would be combined
with a Hierarchical Bidirectional Gated Recurrent Unit (BiGRU) that introduced residual gates and time-aware
attention mechanisms that would enhance the ability of the model to learn long-term dependencies, temporo-
spatial dynamics, and contextual representations within network traffic data. The proposed model was validated
usinga wide-reaching intrusion detection dataset resulted in greater performancein terms of accuracy, precision,
recall, and F1-score than conventional and current DL processes with the value of 1.00 or 100%. The results
indicated that the addition of advanced feature selection to the hierarchical BiIGRU architecture significantly
improved detection performance with lower probability of false positives. The benefits of the proposed system
included high detection accuracy, relevance of features and temporal modeling. The limitations of this work
included a more complex architecture and tuning of parameters. Future work highlighted recommendations to
increase efficiency, examine features of real-time detection, and extend the work to adaption to new threats,
perhaps by a continual learning approach. The model is reconfigured to detect zero-day attacks by way of
continual learning methods so it evolves to be in sync with newer attack patterns. Moreover, it can be applied in
streamlining the real-time traffic data. Then, the evaluation canbe done in various datasets. Overall, the proposed
research was a considerable advancement to intelligent and adaptive intrusion detection systems.
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