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Abstract- The concept of fake news is not a new one and has been present in our
societies since ages. Due to the burgeoning of the internet, coupled with the rise of
social media platforms, the effect of fake news is more deleterious than ever. Some
political campaigns rely on flooding the internet with copious amounts of fake news
that suits their agenda and try to sway the public opinion in their favour. This paper
aims to use machine learning algorithms to detect fake news. We compare various
classification algorithms, namely Logistic Regression, Multinomial Naïve Bayes,
Linear SVC, Decision Tree, and K-Nearest Neighbors and find out which algorithm
works best in detecting fake news correctly. We will be using different percentages of
data from the same dataset and determine which algorithm gives best results when
1%, 25%, 50%, 75%, and 100% of the data is available for training and testing.
Keywords- classification algorithms; fake news; logistic regression; multinomial
naïve bayes; linear svc; decision tree; k-nearest neighbors; support vector classifier.

I.

INTRODUCTION

Cheap Smartphones and easy access to the internet has exacerbated the problem of fake
news. At this day and age, anyone can post any information and people, who are not
acquainted with technology, will believe it without doing any cross-checking of their own[48].
This gullible nature of a sector of the population has made it possible for many politicians to
sway the opinion of the public based on some misleading information [16]. Fake news is
spread for a vast number of reasons that can be political, economical or even personal. It is
most easily spread on social media platforms like Facebook [13] [24] [7], Twitter
[43][42][35][4], etc. due to their widespread popularity reaching the global population. Mark
Zuckerberg was even criticised due to the inability of Facebook to effectively curb the spread
of fake news being spread through the platform and the part this phoney news played in the
2016 US presidential elections[5]. Similarly, in India, Facebook is being questioned by the
opposition party regarding its role in peddling fake news in support of the ruling party as a
measure to protect their business in the country. Similar to Facebook and Twitter, Whatsapp
is also prone to fake news. Since one can easily send a message to multiple contacts, it
becomes very easy for a person to spread false news about something [19][32] [15]. To
tackle this problem, Whatsapp has come up with an idea of putting a cap on forwarding
messages that have already been forwarded more than five times, the user would be able to
forward this message only to one more chat[30]. According to a study conducted by
researchers at Stanford graduate school of education even the young generation, that
spends a lot of time on social media and is good with technology, is not able to differentiate
fake news from the real [45]. Since a lot of false news is exciting to read, they spread much
faster than the real news and therefore, wrongly influence people. For example, during the
2016 US presidential elections, a staggering number of people wrongly believed that Hillary
Clinton gave $62 million to Jay Z and Beyonce to perform at her rally[12]. Also, during this
time, most fake stories favoured Donald Trump[40]. According to a research [3] fake news
supporting Donald Trump was shared almost 4 times more than fake news supporting
Clinton. It is clear that these false stories, and many others, had played a big part in
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determining the results of the elections [9]. Many media houses intentionally spread a glut of
fake news in order to make some article look exciting and get more clicks on their articles as
this means more advertisement revenue. This is called clickbaiting and is mostly used to
increase the traffic on a site [11][8]. Big companies like Google and Facebook have tried to
solve this problem by cutting the revenue these sites would have got from the traffic, but
such measures are not sufficient as it still does not stop the false news from reaching the
people[2]. Fake news does not only spread misinformation among the people but also keep
them from knowing the authentic news. This paper aims at using machine learning to find a
solution to this ever-growing problem. The style of writing and linguistics of a news tells us a
lot about its purpose and can be used to distinguish fake and real news [28] [10][34]. Some
words are more common in texts written to fool people than in the ones written responsibly
[31][1]. We can also use deep learning techniques to generate features that represent the
news articles and use these features for fake news detection. These features give us a good
result but are sometimes difficult to understand [49]. We use machine learning and train
classification algorithms on a labelled dataset of various news articles and try and label a
new article as fake or real. We will compare various classification algorithms, namely
Logistic Regression, Multinomial Naïve Bayes, Linear SVC, Decision Tree, and K-Nearest
Neighbors, and find which algorithm performs best based on different metrics. Only labelling
fake news as fake is not sufficient, labelling real news correctly is also important therefore,
we will not only compare algorithms using accuracy metric but we will also use f1-score,
recall, and precision.
II.

RELATED WORK

Fake news detector determines whether a piece of news is fake or real using machine
learning technologies. Many researchers have tried solving this problem in a variety of ways
in hopes to determine which way works best.
A way of detecting fake news on social media sites is to use the social context information
and look at information about the people and the connection between those who shared the
fake news [39] [36] [38]. Another way of detecting fake news is using the knowledge
extracted from the text [49]. This requires algorithms which can compare the knowledge
taken from news article that has to be verified with the Knowledge graph [14] [26] [18].
Baly et al. (2018), from MIT’s Computer Science and Artificial Intelligence Lab, have followed
the method of determining whether a news is real or not based on the source of the story. If
the source has previously published fake news, it is likely that they will do it again. The data
about the news sources is fed to a machine learning classification algorithm which will
classify the sources based on credibility[6].
Shu et al. (2017) in their paper reviewed existing techniques for fake news detection in two
phases. In the first phase, they showed the concepts of fake news in both social as well as
traditional media. In the second phase, they reviewed fake news detection techniques
already existing but with a data mining perspective which included feature extraction and
model construction[37].
In the paper by Zhou and Zafarani (2019) they proposed a method of analysing network
based clues to detect fake news. They study various relationships regarding the news, for
example, the story that is being spread, who are the spreaders etc[47]. Przybyła (2020)
suggested a method in which they focused on the style of writing rather than the content
itself. They noticed that most fake news sources used a typical form of writing that is informal
and sensational and used these as a parameter to label news[29].
Zou, Wu and Zafarani (2020) focused on both the textual as well as the visual information in
the news article. They used neural networks to extract the features from both ,separately,
and establish the relationship between them. Using this method they can label an article fake
if the text or the images are misleading. They can even say that the news is false if the
image and text don't match[50].
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Rosas et al. (2017) started with two datasets, one made manually and the other taken
directly from the internet and focused on the linguistic properties of the news articles. They
used the common linguistic style in fake articles to further classify a new news article as fake
or real. This method achieved an accuracy of around 78% [41]. In the paper published by
Victoria L. Rubin and Lukoianova, they proposed an RST-VSM method for detecting the
fakeness of some news. They used the rhetorical structure theory to highlight the structural
and logical differences between real and fake news articles. A vector space model was used
to calculate each story's distance from the centres of real and fake measures in the
rhetorical structure theory space[33].
[44] solved the problem of detecting the correctness of news based on latest events. Since
most of the existing methods required event-specific features they were unable to work with
news articles based on new developments in the world. For achieving this, they used Event
Adversarial Neural Networks. They detected features which were event independent, and
this allowed them to work with news articles based on the latest happenings.
Liu et al. used a novel deep neural network for early detection of fake news. They achieved
an accuracy of more than 90% and were effectively able to identify fake news very quickly
and before it spread to a wider audience[22]. In the paper by Krishnan et al., 2018 they
opted multiple parameters to detect fake news on twitter. They did reverse image search to
confirm that the image is not misleading and relevant to a particular article. They also
analysed the twitter account of the user along with cross verification from fake news sources
to check whether the article is from a malicious source[21].
Kim et al., 2018 tried using bidirectional long short term memory(BiLSTM) to detect fake
news. Using unified key sentence information they effectively matched the important
sentences between question and the article and then merging the word vectors for each
sentence. Then using BiLSTM, they carried out the sentence matching operation[20]. Most
of the existing methods of fake news detection are based on supervised learning. Another
way of detecting fake news is by using unsupervised methods. One advantage of using
unsupervised methods is that we do not have to spend a lot of time making a huge labelled
dataset while using [46] [17].

III.

METHODOLOGY

3.1 Preparing dataTo start with we get the data in raw format and it is needed to process it before passing it to
the classifier. The processing of the data includes stop-words removal, removal of any
special characters etc. In this paper, TfidfVectorizer is used to convert raw data to a matrix of
TF-IDF features. TF-IDF is a combination of TF(Term Frequency) and IDF(Inverse
Document Frequency). TF is a measure of how many times a word appears in a document,
the greater the value the more important that word is to the document. IDF is the measure of
how important that word is in all the documents. It highlights how important a feature is
during classification.
3.2 Classification ModelsIn this paper, we compare five classification algorithms, namely Logistic Regression,
Multinomial Naïve Bayes, Linear SVC, Decision Tree, and K-Nearest Neighbors and find out
which works best in detecting fake news.
3.2.1 Logistic regressionLogistic Regression is a supervised classification algorithm that we will use to predict
the probability of a news article being fake or real. Since it does not require a large amount
of computational power and is easy to interpret, it is widely used by data scientists. Logistic
regression models can experience ‘overfitting’[25]. Overfitting occurs when we have too
many features and the learned hypothesis fits the test data perfectly but fails to generalise
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for unseen data. A binary logistic regression model can classify a given input in one of the
two categories. It uses a sigmoid function to calculate the probability of an input being in a
category. For example, if the value of the hypothesis function hθ(x) = 0.7 then the probability
of the news being fake is 70%. If in any case hθ(x) ≥ 0.5 we will consider the news to be fake
and if hθ(x) < 0.5, then the news will be considered real.
The hypothesis function is as follows:hθ(x) = g(θTx)
g(z)=

Here g(z) is the sigmoid function or logistic function, θT denotes the transpose of the
parameters’ matrix, and x is the features’ matrix.
3.2.2 Multinomial naïve bayes
Naïve Bayes is a supervised classification algorithm based on the Bayes theorem that is:

P(A|B) =
It uses conditional probability for categorising a news article. They calculate the probability of
an unseen datapoint of being in one of the categories and the point will be assigned to the
category with maximum probability. Naïve Bayes algorithm assumes that features are
independent of each other to stay clear of the possibility of obtaining a zero probability. If a
frequency-based probability is zero, it can waste the information obtained from the other
probabilities therefore, we apply some smoothing techniques so that no probability is zero.
Multinomial Naïve Bayes is one of the most used types of Naïve Bayes for classifying text. It
is mainly used for polynomially distributed data.
In this algorithm, the parameters, θy, is calculated using a smoothed version of maximum
likelihood as:-

θyi =
Where Nyi is the number feature i’s occurrences, Ny is the total number of features, and α
depends on the type of smoothing wanted [27].

3.2.3 Linear SVC
It stands for Linear Support Vector Classification and is also called Large margin
classifier. It is a faster type of Support Vector Classifiers. They use something called the
kernel trick on the data and based on the result determines the decision boundary. Kernel
trick is a real advantage of SVM classification algorithms as using an appropriate kernel can
help us map some complex problems. But choosing the correct kernel is not an easy task.
Linear SVC always uses a linear kernel, therefore, it does not take that parameter. It is most
useful in data with a large number of features.
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The hypothesis function of SVM is:-

hθ(x) =

In SVM classification algorithm there is no impact on the model in case of a correct case of
classification but the model is penalised in case of wrong classification [23].
3.2.4 Decision tree
Decision trees are a category of supervised learning algorithms. They can be used
for both classification as well as regression. Since decision trees can be visualised easily,
they are easy to comprehend[27]. An example of decision tree visualisation on 1% of our
fake news dataset is given in figure 1. Using decision trees, we can achieve binary as well
as multi-class classification.

Figure 1

Decision tree on 1% of our fake news dataset

3.2.5 K-nearest neighbors
KNN is a supervised learning algorithm that can be used for classification as well as
regression. It is one of the simplest algorithms to apply. Unlike SVM, it is faster to implement
as it does not require training before making predictions. Its main aim is to find K samples
nearest to the new input. The parameter K is passed during the modelling of the algorithm.
To find the best value of K we can plot a ‘mean-error vs k-value’ graph and select the K
value with least mean-error to get the highest accuracy. Figure 2 shows the ‘meanerror vs kvalue’ graph.
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Mean-error vs k-value graph

3.3 EvaluationWe will be evaluating our models using the accuracy matric since it gives us a clear view of
how many observations were correctly predicted by our model. But selecting a model solely
based on better accuracy can sometimes yield unfavourable results as accuracy does not
give a good measure of the incorrectly classified cases. Therefore, other assessment
methods we will be using are: precision, recall, and f1-score. These metrics are calculated
as
Accuracy =
Precision =
Recall =
F1-score = 2 *

Here, True Positives(TP) are the correctly predicted positive observations.
True Negatives(TN) are the correctly predicted negative observations.
False Positives(FP) are the negative observations predicted as positive.
False Negative(FN) are the positive observations predicted as negative.
3.4 ProcessWe first split the data into training and testing set. In this paper, we take 80% of the dataset
for training and 20% for testing. Then we initialise a TfidfVectorizer to convert text into matrix
of TFIDF features. We give use ‘english’ for the ‘stop_words’ parameter to remove all the
english language stop-words. The next step is to use this matrix with every classifier and find
out which classifier gives the best results for the detection of fake news with different
percentages of data, from the same dataset, being used.

IV.

RESULTS

We applied five classification algorithms on the same dataset of fake news and noted the
accuracy of each model. We tried the same experiment with different volumes of data to

Volume XII, Issue XI, 2020

Page No: 552

Journal of Xi'an University of Architecture & Technology

ISSN No : 1006-7930

figure out which model works best when different percentages of the same dataset is
available for training and testing. The results are tabulated in table 1.
Based on Table 1, we can plot five graphs, each for different percentages of data used, with
algorithms on y-axis and accuracy on the x-axis and have a clear comparison of different
models, also find which algorithm works best, in terms of accuracy, for what percentage of
data.
From Figure 3 we can see that when 100% of the dataset is available to us linear SVC gives
the best accuracy i.e. 94% closely followed by logistic regression with 92%. Figure 4 shows
that when 75% of the same dataset is available linear SVC gives an accuracy of 93%
followed by logistic regression at 90%. When we have 50% of the data available linear SVC
again gives the highest accuracy of 93% and logistic regression gives us an accuracy of
89% as seen in figure 5. In figure 6 we see that linear SVC gives an accuracy of 90% and
logistic regression gives an accuracy of 87% when only 25% data from the same dataset is
available. Finally, when only 1% of the dataset was available for training and testing, both
linear SVC and logistic regression gave an accuracy of 92% as seen in figure 7.
From table 2, table 3, and table 4 we can conclude that Linear SVC gives the best results for
detection of fake news, irrespective of the amount of data used, as it has the best precision,
recall, and f1-score values for all percentages of the dataset used. Logistics regression is a
close second best algorithm for fake news detection on this dataset. Other algorithms also
give good results but not as good as the algorithms mentioned above. Figure 8, figure 9,
figure 10, figure 11, and figure 12 compare the metrics values of these five algorithms on
different amounts of data.

Table 1

Accuracy table for different percentages of data used

Percentage of
Dataset used

Logistic Regression

Multinomial Naïve
Bayes

Linear SVC

Decision Tree

K-nearest
neighbors

1%

92%

77%

92%

77%

85%

25%

87%

79%

90%

78%

73%

50%

89%`

83%

93%

77%

83%

75%

90%

81%

93%

82%

83%

100%

92%

85%

94%

81%

85%
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Precision table for different percentages of data used

Percentage of
Dataset used

Logistic Regression

Multinomial Naïve
Bayes

Linear SVC

Decision Tree

K-nearest
neighbors

1%

94%

81%

94%

81%

88%

25%

87%

80%

90%

75%

73%

50%

89%`

83%

93%

76%

83%

75%

90%

81%

93%

82%

83%

100%

92%

84%

94%

81%

85%

Table 3

Recall table for different percentages of data used

Percentage of
Dataset used

Logistic Regression

Multinomial Naïve
Bayes

Linear SVC

Decision Tree

K-nearest
neighbors

1%

92%

81%

92%

81%

86%

25%

88%

83%

90%

75%

79%

50%

89%`

86%

93%

76%

84%

75%

90%

85%

93%

82%

83%

100%

92%

87%

94%

81%

86%
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F1-score table for different percentages of data used

Percentage of
Dataset used

Logistic Regression

Multinomial Naïve
Bayes

Linear SVC

Decision Tree

K-nearest
neighbors

1%

92%

77%

92%

77%

85%

25%

87%

79%

90%

75%

72%

50%

89%`

83%

93%

76%

83%

75%

90%

80%

93%

82%

83%

100%

92%

84%

94%

81%

85%

Figure 3

Accuracies for 100% of the dataset

Figure 5

Accuracies for 50% of the dataset
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Figure 6

Accuracies for 75% of the dataset

Accuracies for 25% of the dataset
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Figure 7

Accuracies for 1% of the dataset

Figure 9

Metrics values for 75% of the dataset

Figure 11

Metrics values for 25% of the dataset

V.

Figure 8
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Metrics values for 100% of the dataset

Figure 10

Figure 12

Metrics values for 50% of the dataset

Metrics values for 1% of the dataset

CONCLUSION

In this paper, we compared five classification algorithms, namely Logistic Regression,
Multinomial Naïve Bayes, Linear SVC, Decision Tree, and K-Nearest Neighbors and found
out which algorithm is best for detecting fake news. We took different percentages of data
from the same dataset and compared these five algorithms using that data. After comparing
the models using different metrics like precision, recall, f1-score, and accuracy we found that
Linear SVC works best for detecting fake news for any percentage of data, closely followed
by logistic regression. Decision Tree performed the worst for most cases while Multinomial
Naïve Bayes and K-Nearest Neighbors gave slightly better results.
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FUTURE WORKS

Since our models classify news as real or fake based on what it has seen in the training set
it is very difficult to classify any unique piece of news. In the future, we would be working on
a system that can accommodate the ever-increasing dataset of the latest news to get more
accurate results.
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