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Abstract—The project A NOVEL ENCRYPTION STANDARD
USING QUANTUM PRINCIPLES AND CLOUD is mainly based on
Quantum cryptography which is based on quantum mechanics
property and as well as quantum key distribution. The key
concept behind developing this project is to develop best
security which can sustain many attacks by hackers and to
provide the best encryption standard and can provide the
toughest quantum digest that can’t be read by anyone. Here in
this concept we are using the Cloud to provide the service
between two users or server to client or server to server etc.
Here the cloud acts as the medium between communication
and the cloud provides the services. The main use of this
project is that no person can break the quantum security
because it is very random in nature and secondly its digest is
so small values which varies as floating values and thirdly we
are using cloud as a middle party communicator so we can
have full access of cloud to store large amount of data. Here in
this concept we are using quantum principles to provide and
to creation the encryption standard so that it gives a small
value as the output of the digest and gives a very random
output each and every time. The quantum key distribution
offers solution for the key exchange methods. The quantum
key acts as a confidential encryption standard. Here we are
using the base of Qubits generation. Here in this project we are
just using the base of quantum computing for creation of
encryption standard.

The following diagram describes the basic architecture of the
algorithm.
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I. INTRODUCTION
The security now a days is being changing in day to day
life. The Cybercrimes are also increasing in day to day life as
it becomes a major crime in the world. Providing security had
become a major problem in the current world. One of the
concepts for providing security in a sophisticated way is
Quantum cartography. But this process had not developed to
the extreme for the public use. The concept developed by us
uses Quantum principals to create a new encryption standard.
The main methodology behind this concept is creating. A
message digest or cipher text that can’t be read that easily by
the hackers and using large values which can provide
additional security to this method. The whole set of
encryptions is done in cloud so the cloud also acts as an
interface between the users and provides additional security.
This concept also provides an additional security to the Hash
algorithms like Md5, Md4 etc.
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A. Quantum Cryptography
The science of exploiting quantum mechanical properties to
perform tasks like crypto logical tasks. In quantum key
distribution the simplest example of quantum cryptography is
quantum key distribution which is main based on the key
exchange which offers associate information theatrically
secured resolution platform. The main advantage of the
quantum cryptography lies within the incontrovertible fact that
completes the cryptologic tasks that square measure proved or
conjectured to be not possible. It is not possible to repeat or
decode the knowledge that is encoded in the quantum states. If
someone tries to attempt to browse the encoded knowledge
then the state changes.
The basic architecture of Quantum cryptography is as
follows

B. Quantum key distribution
The best and the well-known developed application of the
quantum cryptography is the quantum key distribution. Here in
this quantum key distribution the key that is been shared between
two people or two parties let us consider two people as Alice and
Bob. In this mechanism the key is sent through a Photons in a
safe channel of communication nothing but the quantum key
distribution channel and the message digest or the message is
been sent through the super and sub positions of the photons and
by the Qubits which are more complex and flexible while
transmission of the message if any person wanted to decode the
encrypted message through these channels the super positions or
the sub positions of the encrypted photons are changed and the
authentication is received on both sides of the parties. The data
of message digest is also changed because of the change
happened to the photons and Qubits in the message
communication system.
This architecture shows the communication between the
parties in the key distribution system.
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the random secret that is for the quantum key distribution
channel.
C. Heisenberg uncertainty principle
This principle is proposed by Heisenberg in the year 1927 in
this principle he states that the moment or velocity and the
position of an object can’t be determined exactly so this
principle gives random values based on the position and
moment of an object and provides randomness nature.
Mathematical representation of the principle is as follows
△x × △v x ≥ h/4πm
△x is the uncertainty in the position of the electron
△v x is the uncertainty in the momentum (velocity)
h = Planck’s Constant
m = mass
in the same way If we know the position of an electron with high
accuracy then its velocity will be uncertain. Similarly, if the
velocity of an electron is known precisely then its position will
be uncertain. The uncertainty rule is based on the defined paths
and trajectories of the electrons.
Known formula of the Heisenberg uncertainty principle
calculations
△ x ×△v x = h/4πm
= (6.626×10 −34 JS)/(4×3.1416×10 −6 kg)≈10 −28 m 2 s −1
D. Wave functions
The fundamental constant mostly occurred in the quantum
mechanics is the Planks constant which is given by Max Plank
which is denoted by h. This common abbreviation ħ = h/2π, also
known as the reduced Planck constant or Dirac constant.
The general form of wavefunction for a system of particles, each
with position ri and z-component of spin szi. Sums are over the
discrete variable sz, integrals over continuous positions r.
For clarity and brevity, the coordinates are collected into tuples,
the indices label the particles. Following are general
mathematical results, used in calculations.
E. Planks constant
The planks constant comes under the mostly used quantum
value proposed by Max Plank which is widely used in the
wave functions. This constant describes the behavior of
particles and waves on the atomic scale, including the aspect
of light. The significance of Planck’s constant in this concept
is that it provides a wide range of randomization and random
values so that randomness is maintained. Planck’s
constant h times the radiation frequency symbolized by the
Greek letter nu, ν, or simply E = hν is the equation of the
Plank’s constant. The values of the Planks constant are given
in the following table and this plays a huge role in the
creation of the encryption standard.

Here we can see separate channels for encoding message and for
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I. EXISTING ALGORITHM
Quantum Fourier transform and Quantum Fourier sampling:
This is one of the most basic building blocks for the quantum
algorithms in quantum computing. It is the part of many
quantum algorithms mainly known as Shor’s algorithm used
for factorizing and to compute the discrete and its time
complexity is big oh of n^2 O(n^2) and its main property is to
follow the Fact of unitary transformation.
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to the system
Here we are using the concept of Heisenberg uncertainty principle
and the encryption and decryption process will be done by using
some of the quantum principles existing.
Here this concept is mostly based on the assumptions of the
messages which are been sent from sender to receiver.

Quantum Factoring and finding hidden structures:
The main idea of Quantum factorization is used calculating
discrete logarithms and factorization of polynomial time
complexity. It is major breakthrough in the field of quantum
algorithms, because of its apparent speedup compared with the
classical algorithms. This is well known because of its speedup
in applications known
Grover’s algorithm and quantum random walks:
It is an another type of quantum algorithm to make use of
random walk i.e. nothing but “Quantum random walk”. This
addresses the particular problem for finding the different inputs
for the function to get a accurate output. Its Time complexity is
big oh of square root of N
Hamiltonian simulation algorithms:
Hamilton simulation algorithm is mainly focused on its
structure or its behavior for the environment which it exists.
Considering an example for Hamilton simulation algorithm
used to find the structure of a particle and its behavior of its
neighboring particles. Its first approach shown the
implementation of time algorithm and it is referred as Hamilton
simulation.
II. PROPOSED ALGORITHM APPROACH
The algorithm of this process is as defined below
A. The first step of this process is to take the input
from the user
B. Second step of this process is to take the input
message to the cloud system
C. The third step of this process is to take the
encrypt this whole input message in the cloud to
prepare a complex message digest using
quantum principles.
D. The fourth step of this process is to send the
message digest generated by the cloud to the
receiver
E. The fifth step includes the decryption procedure
of the obtained message digest
F. The sixth step includes the cloud services to
decrypt the whole message in the cloud and to
send this decrypted message to the receiver.
G. Here in this process the cloud acts as a medium
between the sender and the receiver or the users
H. The whole set of the code for the encryption and
the decryption is handled by the cloud servers
and the users are provided with a direct
attachment with the cloud system and there is no
missing of the information.
I. And finally, the cloud even provides the services
to store the information of the messages at a vast
storage limits i.e. we can store a huge number of

About MD5 hash algorithm:
This is a hash algorithm developed Merkle-Damgard. It is a
one directional cryptological operation or unidirectional
cryptological operation. This algorithm provides a complex
message digest and helps us in creating a secured way of message
transfer with authentication.
The MD5 hash operate was originally designed to be used as a
secure cryptological hash rule for authenticating digital
signatures.MD5 has been deprecated for uses aside from as a noncryptographic confirmation to verify knowledge integrity and sight
unintentional knowledge corruption.
This algorithm provides an additional security to the hash
functions and this can be used as a customized version of the
algorithm. This algorithm developed is customizable and flexible
algorithm which can be adopted by any system and can be easily
modified based on the needs and requirements.

messages or information required and it adds an additional security
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Adoptable concepts:

Without Using MD5 Algorithm:
The architecture of the algorithm without MD5 algorithm is
given in the below diagram

This concept is adoptable with the public key encryptions and
decryptions i.e. public key cryptography or Synchronous key
distribution.

This concept also is adoptable for different keys to encrypt and
decrypt the message using public key and private key i.e.
Asynchronous key distribution.
And this concept can also be adoptable for multiple keys to encrypt
and decrypt the message like first encrypt with one key next
decrypt with another key and again encrypt with another key etc.
This concept can also be done without MD5 but it becomes a so to provide more security. That is Multiple key distribution.
simple architecture. This can also be used for the process of Finally, this concept can be adoptable with any key mechanism.
encryption and decryption.
Amazon web services (AWS):
Key distribution concept of this algorithm:
A. The concept of key distribution is done by the message The amazon web services are one of the best leading services.
digest in the cloud and the cloud sends this cipher text to These are one of the best on-demand services and on demanding
best platforms to the users, companies etc. In this concept we are
the receiver
B. In this concept key is not used but it’s a typical interacting with the cloud because this cloud servers or the AWS
acts as the communicator between the sender and the receiver and
assumption of the key
this also provides an additional security to the architecture and as
C. This gives a complex mechanism of the key
D. And this concept can be adoptable to any key mechanism well as the algorithm.
and it can be used with keys also
This whole set of algorithm runs on cloud so that the services of
the cloud are used in developing of this concept and provides
additional security and additional storage to uses as cloud is well
known in providing additional storage limitlessly based on user
demand. Here cloud acts indirectly as an authentication sever for
the users. The architecture of the cloud is as given below as
follows.
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form the could and the further scope may include some concepts
of open encryptions.
This concept is an open source for the key based
encryptions and it can adopt to any key based encryption
standards, this provides a vast range of customizability to the
existing encryption standard. This concept has many advantages
regarding the key distribution mechanisms like the symmetric key
distributions and the asymmetric key distributions. This concept
can be adopted with the multiple key mechanisms like using
single, double or multiple keys while encryption and decryption.
This concept can be easily adopted with the public and private key
mechanisms like using pubic key for encryptions and private key
for decryptions and vice versa.
Here from the comparisons we can say that the present
concept can be easily available for all for public use and an we can
have the full advantage of the Cloud mechanism and it can be used
for storing and retrieval of the information and the messages can
be stored and the users can have vast amount of storage and use
the services of the cloud.

Here we can see that the app server is connected to the cloud so
that the connection between the two people Alice and Bob are done
by the cloud and the connection between them passes through Comparison with the existing encryption mechanism:
cloud only. Cloud acts a connectivity medium here.

Comparison:
The concept is been taken from the quantum principles.
The algorithm which we had introduced is been fetched from
our own assumption and from the quantum physics and formulas.
The above papers which we had taken to reference are one of the
top sophisticated quantum cryptography concepts which includes
more investment of money and those concepts are not yet used for
the public purpose and these concepts are so sophisticated and
includes lot of money on this concept. As far as concerns the above
concepts use quantum key distributions.
Because of this the more amount of money is used to
create security and these concepts send photons through the cables
and maintain the security. These photons require a low
temperature to be generated and requires more cost not only the
cost but it requires a high standard computer like quantum
computers which can’t be affordable and our concept uses just the
quantum principles and tries to provide a high security encryption
without photons and quantum computers. And our concept
provides and additional security for the hash codes.
The concept developed in a way that it reduces the cost
and provide a high standard encryption based on the assumptions
of the quantum physics. Here we are using the cloud so that it
provides an additional security for the algorithm and for the users
to store the information and to retrieve the information at any time
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The above table indicates the differences between the previous
Quantum security systems and the new concept of Quantum
security the differences indicates the advantages of the new
quantum security developed in this project.
III. RESULTS
Expected result could be in this format.
Expected Input: (SENDER SIDE)
Hi
Expected Output: (RECEIVER SIDE)
Message digest=0.26500000000000000000000003200625
Hi
Expected Input: (SENDER SIDE)
How Are You
Expected Output: (RECEIVER SIDE)
Message digest=0.42900000000000000000000004254625
How Are You
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encryption standard developed once can get additional changes
and additional upgrades to sustain in future and can be adopted
easily. And also, this provides beta developers or beta uses to
create their own encryption standard for their own set of
communication between different users that is different users have
different sets of communication channels with other users. And
here each and every channel is unique and different when
communication with different users from a single user.
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